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DETAILED ACTION 

1 . This office action is responsive to communication filed on September 27, 2007. 
Claims 1-4, 9, 1 1, 12 and 14-24 are pending In the application. Claims 5-8, 10 and 13 
have been cancelled by Applicant. 

Response to Argument 

2. Applicant's arguments, see pages 11-14, filed September 27, 2007, with respect 
to the rejection(s) of claim(s) 1-4, 9, 1 1 , 12 and 14-17 under 35 U.S.C. 103(a) have 
been fully considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Hamilton(US 2002/0118837) and Read(US 2004/0085446). 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claim 18 is rejected under 35 U.S.C. 101 because the disclosed invention is 
inoperative and therefore lacks utility. Claim 18 describes a computer program stored 
on a computer readable medium comprising steps. However, said computer program 
comprising steps could be non-functional material, such as a text file. The Examiner 
recommends changing claim 18 to read, "A computer program, stored on a computer 
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readable medium, for making a computer performs the steps of, or something of similar 
nature to the computer program claimed in claim 1 7. 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
states. 

6. Claims 9, 11, 12, 14, 15 and 17 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Hamilton(US 2002/0118837). 

Consider claim 9, Hamilton teaches: 

An image pickup apparatus unit (figures 1 and 2) comprising: 

an image pickup apparatus(12) having a unique identifying number( serial 
number, 22) and having an encrypting function for encrypting a picked-up image for 
transmission to a network(paragraphs 0055-0056); and 

a removable recording medium for recording a decryption key(20) for decrypting 
the image encrypted by said image pickup apparatus and the identifying number of said 
image pickup apparatus in association with each other(The key(20) and the serial 
number(22) may be communicated to an authorization center by traditional hard copy 
methods(i.e. via a removable recording medium), see end of paragraph 0079. The 
key(20) allows the decryption of images taken by the camera, paragraph 0071 .) wherein 
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said Image pickup apparatus(12) receives an encryption key{20) for encrypting said 
image from a key generating apparatus(See paragraphs 0058, 0068, and 0078. Keys 
can be generated by the manufacturer or authorization center, by such means as a 
pseudo-random number generator.). 

Consider claim 1 1 , and as applied to claim 9 above, Hamilton further teaches: 
said removable recording medium receives the decryption key(20) for decrypting 
said image from a key generating apparatus(See paragraph 0079. If a decryption key Is 
stored in hard copy form, the decryption key must have been generated by a key 
generating apparatus. See paragraphs 0058, 0068, and 0078.). 

Consider claim 12, and as applied to claim 9 above, Hamilton further teaches 
that said Image pickup apparatus is at least one of a USB camera(paragraph 0049). 

Consider claim 14, Hamilton teaches: 

A key generating apparatus for generating an encryption key used for encryption 
processing in transmitting an lmage(27) via a network(See paragraph 0058, figures 1 
and 2. A key(22) is generated by a retailer or manufacturer and stored in a camera(12). 
The key Is used to encrypt Images, paragraph 0047. A pseudo-random number 
generator may be used to generate keys, paragraph 0068.), and a decryption 
key(paragraph 0071 ), 
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wherein said key generating apparatus generates the encryption key(20) for 
encrypting said image(27) and transmits the encryption key(20) to an image pickup 
apparatus(12) having a unique identifying number( serial number, 22) and having an 
encrypting function for encrypting a picked-up image for transmission to the 
network(paragraphs 0055-0056); and 

said key generating apparatus generates the decryption key for decrypting said 
encrypted image and transmits the decryption key to a removable recording medium for 
recording said decryption key and the identifying number of said image pickup- 
apparatus in association with each other(The key(20) and the serial number(22) may be 
communicated from the retailer or manufacturer(l.e. the key generating apparatus) to an 
authorization center by traditional hard copy methods(i.e. via a removable recording 
medium), paragraph 0079. The key(20) allows the decryption of images taken by the 
camera, paragraph 0071.). 

Consider claim 15, and as applied to claim 14 above, Hamilton further teaches 
that said key generating apparatus has a linking function for linking said image pickup 
device(12) to said network(Hamilton teaches that the keys can alternatively be 
generated in an authorization center(14), paragraphs 0068 and 0078. Images(27) are 
sent to the authorization center(14) from the camera(12), paragraph 0056. The 
authorization center(14) may then communicate images(27) to a verifying entity(16). 
Therefore, the authorization center(i.e. key generating apparatus) links the image 
pickup device to the overall network.). 
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Consider claim 17, and as applied to claim 14 above, Hamilton further teaches a 
computer program stored on a computer readable medium, for making a computer 
function as the key generator of claim 14(See paragraphs 0068. A pseudo random 
number generator generates keys of desired lengths, such as 128-bits. A computer 
program stored on a computer readable medium would have to be used to enable the 
operation and key generation of the pseudo-random number.). 

Claim Rejections • 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in vWiich the invention was made. 

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 1 03(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

9. Claims 1-4 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Read(US 2004/0066456) in view of Hamilton(US 2002/01 18837). 
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Consider claim 1 , Read teaches: 

An image transmission system(figure 1) for transmitting an image via a 
network( internet, 102), said image transmission system(figure 1) comprising: 

one or a plurality of Image pickup apparatus(104) each having a unique 
identifier(Cameras have unique identifiers so that a user can be permitted to or 
restricted from viewing certain cameras, paragraph 0035.); 

a key generating apparatus(106) for generating, for each said image, an 
encryption key for encrypting said image and a decryption key for decrypting said 
encrypted image(See paragraphs 0026-0029, figures 2 and 3, paragraph 0033. A 
symmetric encryption key Is generated for each image. The image is encrypted using 
this key. This key is also transmitted over the internet(102) to server(108) to decrypt the 
transmitted Image.); 

a viewing apparatus.(108, 110) connected with the decryption key and having a 
decrypting function for decrypting said encrypted image using said decryption key(see 
figure 3, paragraph 0033), for viewing the image transmitted via said network by said 
image pickup apparatus(see paragraphs 0037 and 0041 ); and 

an authenticating server(108) for authenticating said Image pickup apparatus 
accessible from said viewing apparatus(The authenticating server(108) is part of the 
viewing apparatus(108, 110). It authenticates which cameras a user is authorized to 
view via a user-ID/password, paragraphs 0035-0037.). 

However, Read does not explicitly teach that the Image pickup apparatuses have 
an encryption function for encrypting a picked-up image for transmission on said 
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network. Read also does not explicitly teach that a key is generated for each image 
pickup apparatus, of a removable recording medium for recording said decryption key 
and the identifying number of said image pickup apparatus in association with each 
other, or that the viewing apparatus is connected with a recording medium. 

Hamilton is similar to Read in that Hamilton teaches(see figures 1 and 2) 
transmitting an encrypted image(28) obtained from a camera(20) via a network(see 
paragraphs 0055-0056). Hamilton also similarly teaches of decrypting the image at a 
server using a decryption key(paragraph 0057). Hamilton also teaches that each 
camera has an identifier, although, Hamilton explicitly teaches that said identifier is a 
unique identifying number(serial number, 22, figure 1). 

However, in addition to the teachings of Read, Hamilton teaches that the image 
pickup apparatus(12) has an encryption function for encrypting a picked-up image for 
transmission on said network(paragraphs 0055-0056). Hamilton further teaches that a 
key is generated for each image pickup apparatus(paragraphs 0058, 0068 and 0078). 
Hamilton additionally teaches a removable recording medium for recording said 
decryption key and the identifying number of said image pickup apparatus in association 
with each other(The key(20) and the serial number(22) may be communicated from the 
retailer or manufacturer(i.e. the key generating apparatus) to an authorization center by 
traditional hard copy methods(i.e. via a removable recording medium), paragraph 
0079.), and that the server(" authorization center"') is connected with a recording 
medium(The authorization center can receive a "hard copy" of the key, paragraph 0079. 
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This key is used for image decryption, paragraph 0057. Because the key is in hard 
copy form, it would have to be connected with the server.). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to perform encryption in the individual cameras using 
encryption keys unique to each camera as taught by Hamilton instead of performing 
encryption in a computer and using new encryption keys for each image as taught by 
Read for the benefit of increasing security by not having un-encrypted images 
transmitted between the cameras and computer, and providing for an easier, quicker 
encryption by not having to generate a new encryption key for every single image. It 
would have been obvious to a person having ordinary skill in the art at the time of the 
invention to store and deliver the decryption key taught by Read on a removable 
recording medium as taught by Hamilton, and connect the removable recording medium 
to a portion of a viewing apparatus as taught by Hamilton for the benefit that the 
decryption key cannot be intercepted and illegally used over the internet. 

Consider claim 2, Read teaches: 

An image transmission system(figure 1 ) for transmitting an image via a 
network( internet, 102), said image transmission system(figure 1) comprising: 

one or a plurality of image pickup apparatus(104) each having a unique 
identifier(Cameras have unique identifiers so that a user can be permitted to or 
restricted from viewing certain cameras, paragraph 0035.); 
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a key generating apparatus(106) for encrypting an image picked up by said 
image pickup apparatus(104) and transmitting said image to a network(102), and 
generating a decryption key(See paragraphs 0026-0029, figures 2 and 3, paragraph 
0033. A symmetric encryption key is generated for each image. The image is 
encrypted using this key. This key is also transmitted over the internet(102) to 
server(1 08) to decrypt the transmitted image.); 

a viewing apparatus(108, 110) connected with the decryption key and having a 
decrypting function for decrypting said encrypted image using said decryption key(see 
figure 3, paragraph 0033), for viewing the image transmitted via said network by said 
image pickup apparatus(see paragraphs 0037 and 0041); and 

an authenticating server(108) for authenticating said image pickup apparatus 
accessible from said viewing apparatus(The authenticating server(108) is part of the 
viewing apparatus(108, 110). It authenticates which cameras a user is authorized to 
view via a user-ID/password, paragraphs 0035-0037.). 

However, Read does not explicitly teach that of a removable recording medium 
for recording said decryption key and the identifying number of said image pickup . 
apparatus in association with each other, or that the viewing apparatus is connected 
with a recording medium. 

Hamilton is similar to Read in that Hamilton teaches(see figures 1 and 2) 
transmitting an encrypted image(28) obtained from a camera(20) via a network(see 
paragraphs 0055-0056). Hamilton also similarly teaches of decrypting the image at a 
server using a decryption key(paragraph 0057). Hamilton also teaches that each 
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camera has an identifier, although, Hamilton explicitly teaches that said identifier is a 
unique identifying number( serial number, 22, figure 1 ). 

However, in addition to the teachings of Read, Hamilton teaches a removable 
recording medium for recording said decryption key and the identifying number of said 
image pickup apparatus in association with each other(The key(20) and the serial 
number(22) may be communicated from the retailer or manufacturer(i.e. the key 
generating apparatus) to an authorization center by traditional hard copy methods(i.e. 
via a removable recording medium), paragraph 0079.), and that the 
serverC'authorization center") is connected with a recording medium(The authorization 
center can receive a "hard copy" of the key, paragraph 0079. This key is used for 
image decryption, paragraph 0057. Because the key is in hard copy form, it would have 
to be connected with the server.). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to store and deliver the decryption key taught by Read on a 
removable recording medium as taught by Hamilton, and connect the removable 
recording medium to a portion of a viewing apparatus as taught by Hamilton for the 
benefit that the decryption key cannot be intercepted and illegally used over the internet. 

Consider claim 3, Read teaches: 

An image transmission system(figure 1 ) for transmitting an image via a 
network(intemet, 102), said image transmission system(figure 1 ) comprising: 
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one or a plurality of image pickup apparatus(104) each having a unique 
identifier(Cameras have unique identifiers so that a user can be permitted to or 
restricted from viewing certain cameras, paragraph 0035 ); 

a transmitting apparatus(106) for encrypting an image picked up by said image 
pickup apparatus(104) and transmitting said image to a network(102)(See paragraphs 
0026-0029, figures 2 and 3, paragraph 0033. A symmetric encryption key is generated 
for each image. The image is encrypted using this key. This key is also transmitted 
over the internet(102) to server(108) to decrypt the transmitted image.); 

a key generating apparatus(106) for generating, for each said image, an 
encryption key for encrypting said image and a decryption key for decrypting said 
encrypted image(See paragraphs 0026-0029, figures 2 and 3, paragraph 0033. A 
symmetric encryption key is generated for each image. The image is encrypted using 
this key. This key is also transmitted over the internet(102) to server(108) to decrypt the 
transmitted Image.); 

a viewing apparatus(108, 110) connected with the decryption key and having a 
decrypting function for decrypting said encrypted image using said decryption key(see 
figure 3, paragraph 0033), for viewing the image transmitted via said network by said 
image pickup apparatus(see paragraphs 0037 and 0041 ); and 

an authenticating server(108) for authenticating said image pickup apparatus 
accessible from said viewing apparatus(The authenticating server(108) is part of the 
viewing apparatus(108, 110). It authenticates which cameras a user is authorized to 
view via a user-ID/password, paragraphs 0035-0037.). 
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However, Read does not explicitly teach that a key is generated for each image 
pickup apparatus, of a removable recording medium for recording said decryption key 
and the identifying number of said image pickup apparatus in association with each 
other, or that the viewing apparatus is connected with a recording medium. 

Hamilton is similar to Read in that Hamilton teaches(see figures 1 and 2) 
transmitting an encrypted image(28) obtained from a camera(20) via a network(see 
paragraphs 0055-0056). Hamilton also similarly teaches of decrypting the image at a 
server using a decryption key(paragraph 0057). Hamilton also teaches that each 
camera has an identifier, although, Hamilton explicitly teaches that said identifier is a 
unique identifying number( serial number, 22, figure 1). 

However, in addition to the teachings of Read, Hamilton teaches that a key is 
generated for each image pickup apparatus(paragraphs 0058, 0068 and 0078). 
Hamilton additionally teaches a removable recording medium for recording said 
decryption key and the identifying number of said image pickup apparatus in association 
with each other(The key(20) and the serial number(22) may be communicated from the 
retailer or manufacturer(i.e. the key generating apparatus) to an authorization center by 
traditional hard copy methods(i.e. via a removable recording medium), paragraph 
0079.), and that the serverC'authorization center") is connected with a recording 
medium(The authorization center can receive a "hard copy" of the key, paragraph 0079. 
This key is used for image decryption, paragraph 0057. Because the key is in hard 
copy form, it would have to be connected with the server.). 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to perform encryption using encryption keys unique to each 
camera as taught by Hamilton instead of performing encryption using new encryption 
keys for each image as taught by Read for the benefit of providing for an easier, quicker 
encryption by not having to generate a new encryption key for every single image. It 
would have been obvious to a person having ordinary skill in the art at the time of the 
invention to store and deliver the decryption key taught by Read on a removable 
recording medium as taught by Hamilton, and connect the removable recording medium 
to a portion of a viewing apparatus as taught by Hamilton for the benefit that the 
decryption key cannot be intercepted and illegally used over the internet. 

Consider claim 4, Read teaches: 

An image transmission system(figure 1) for transmitting an image via a 
network( internet, 102), said image transmission system(figure 1 ) comprising: 

one or a plurality of image pickup apparatus(104) each having a unique 
identjfier(Cameras have unique identifiers so that a user can be permitted to or 
restricted from viewing certain cameras, paragraph 0035.); 

a key generating apparatus(106) for generating, for each said image, an 
encryption key for said image to encrypt the image and a decryption key(See 
paragraphs 0026-0029, figures 2 and 3, paragraph 0033. A symmetric encryption key is 
generated for each image. The image is encrypted using this key. This key is also 
transmitted over the internet(102) to server(108) to decrypt the transmitted image.); 
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a viewing apparatus(108, 110) connected with the decryption key and having a 
decrypting function for decrypting said encrypted image using said decryption key(see 
figure 3, paragraph 0033), for viewing the image transmitted via said network by said 
image pickup apparatus(see paragraphs 0037 and 0041); and 

However, Read does not explicitly teach that the image pickup apparatuses have 
an encryption function for encrypting a picked-up image for transmission on said 
network. Read also does not explicitly teach that a key is generated for each image 
pickup apparatus, of a removable recording medium for recording said decryption key 
and the identifying number of said image pickup apparatus in association with each 
other, or that the viewing apparatus is connected with a recording medium. 

Hamilton is similar to Read in that Hamilton teaches(see figures 1 and 2) 
transmitting an encrypted image(28) obtained from a camera(20) via a network(see 
paragraphs 0055-0056). Hamilton also similarly teaches of decrypting the image at a 
server using a decryption key(paragraph 0057). Hamilton also teaches that each 
camera has an identifier, although, Hamilton explicitly teaches that said identifier is a 
unique identifying number(serial number, 22, figure 1). 

However, in addition to the teachings of Read, Hamilton teaches that the image 
pickup apparatus(12) has an encryption function for encrypting a picked-up image for 
transmission on said network(paragraphs 0055-0056). Hamilton further teaches that a 
key is generated for each image pickup apparatus(paragraphs 0058, 0068 and 0078). 
Hamilton additionally teaches a removable recording medium for recording said 
decryption key and the identifying number of said image pickup apparatus in association 
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with each other(The key(20) and the serial number(22) may be communicated from the 
retailer or manufacturer(i.e. the key generating apparatus) to an authorization center by 
traditional hard copy methods(i.e. via a removable recording medium), paragraph 
0079.), and that the server("authorization center") is connected with a recording 
medium(The authorization center can receive a "hard copy" of the key, paragraph 0079. 
This key is used for image decryption, paragraph 0057. Because the key is in hard 
copy form, it would have to be connected with the server.). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to perform encryption in the individual cameras using 
encryption keys unique to each camera as taught by Hamilton instead of performing 
encryption in a computer and using new encryption keys for each image as taught by 
Read for the benefit of increasing security by not having un-encrypted images 
transmitted between the cameras and computer, and providing for an easier, quicker 
encryption by not having to generate a new encryption key for every single image. It 
would have been obvious to a person having ordinary skill in the art at the time of the 
invention to store and deliver the decryption key taught by Read on a removable 
recording medium as taught by Hamilton, and connect the removable recording medium 
to a portion of a viewing apparatus as taught by Hamilton for the benefit that the 
decryption key cannot be intercepted and illegally used over the internet. 

10. Claims 16, 22, 23 and 24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hamilton(US 2002/01 18837) in view of Read(US 2004/0066456). 
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Consider claim 16, and as applied to claim 14 above, Hamilton teaches that keys 
are generated by an external source(see claim 14 rationale). Hamilton does not 
explicitly teach that said key generating apparatus has a compressing function for 
compressing the image picked up by said image pickup apparatus. 

Read is similar to Hamilton in that Read teaches of a key generating 
apparatus(106, figure 1, paragraphs 0026-0027, figure 2) in an image transfer 
system(figure 1). 

However, in addition to the teachings of Hamilton, Read teaches that the key 
generating apparatus(106) is in a personal computer(paragraph 0026) connected to a 
plurality of cameras(104, figure 1), and that the key generation apparatus(106) 
compresses the image data(paragraph 0026). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to have the key generating apparatus taught by Hamilton 
reside in a personal computer, and perform a compression function for compressing the 
images picked up by said image pickup devices as taught by Read for the benefit that 
encryption keys can be more readily attained due to their local nature, and compressing 
images results in less memory being needed to store the images as well as less 
bandwidth necessary for transmission. 

Consider claim 22, Hamilton teaches: 
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An image picl^up apparatus(12, figures 1 and 2) used in an Image transmission 
system(figure 1 ) for transmitting an image(28) via a network(paragraph 0056), said 
image pickup apparatus(12) comprising: 

a recording unit(22) for recording a unique identifying number(serial number, 
paragrapti 0048); 

an encrypting unit for encrypting a picked-up image(paragraph 0055); and 
a communicating unit{23, paragrapli 0049, not shown in drawings) for 

transmitting said encrypted Image to a viewer(verlfying entity, 16, paragraphs 0056- 

0057). 

However, Hamilton does not explicitly teach that the viewer has been 
authenticated by an authentication server and is permitted to receive encrypted images 
from the image pickup apparatus. 

Read Is similar to Hamilton in that read teaches an Image transmission 
system(figure 1 ) for transmitting an image via a network(internet, 102), said Image 
transmission system(figure 1) comprising one or a plurality of image pickup 
apparatus(104) each having a unique identifier(Cameras have unique identifiers so that 
a user can be permitted to or restricted from viewing certain cameras, paragraph 0036.). 

However, in addition to the teachings of Hamilton, Read teaches that the viewer 
has been authenticated by an authentication server and Is permitted to receive 
encrypted images from the image pickup apparatus(An authenticating server(108) is 
part of a viewing apparatus(108, 110). It authenticates which cameras a user Is 
authorized to view via a user-ID/password, paragraphs 0035-0037.). 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to include an authenticating server as taught by Read to 
permit or prohibit viewers from receiving the encrypted images taught by Hamilton for 
the benefit of improving security by only allowing viewers access to authorized and 
appropriate images. 

Consider claim 23, and as applied to claim 22 above, Hamilton further teaches 
that said communicating unit includes a receiving unit for receiving an encryption key for 
encrypting said image from a key generating apparatus(paragraphs 0058, 0068 and 
0078). 

Consider claim 24, and as applied to claim 22 above, Hamilton further teaches 
that said communicating unit includes at least one of a USB port(see paragraph 0049). 

11. Claims 18-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Park(US 2004/0085446) in view of Read(US 2004/0066456) In view of Oishi(Us 
6,999,588). 

Consider claim 18, Park teaches: 

A computer program, stored on a computer readable medium(Park discusses the 
use of a stored control program In paragraph 0008), comprising the steps of: 
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initializing a image transmission system, comprising connecting an image pickup 
apparatus(100, figure 1,110, figure 2) to a key generating apparatus(The image pickup 
apparatus(1 10) is connected to an encryption unit(130), which is detailecl in figure 4. 
The encryption unit(130) comprises a key generating apparatus(132) which generates 
keys for the video data encrypting device(133). See paragraphs 0069 and 0075.); 

transmitting an identifying number from the image pickup apparatus to the key 
generating apparatus(The key generating apparatus stores keys that are associated 
with received unique camera numbers. See paragraphs 0069 and 0075); 

registering the identifying number(115) from the image pickup apparatus(110, 
100) at the key generating apparatus(paragraphs 0069 and 0075); 

generating an encryption and decryption key unique to the image pickup 
apparatus(See paragraphs 0069 and 0075 for generating encryption keys unique to 
image pickup apparatuses. See figure 8 for the decryption unit. The decryption unit 
contains a key data supplier(322) which stores the same data as key data supplier(132). 
See paragraphs 0086-0087 for generating decryption keys unique to image pickup 
apparatuses.); 

connecting the image pickup apparatus(100, figure 1,110, figure 2) to a viewing 
apparatus(500, See figures 1 and 2, paragraphs 0068 and 0070); 

comparing the identification number(115) stored in the receiving device(300) to 
the identifying number(1 15) of the image pickup apparatus(100, See paragraphs 0086 
and 0087.); 

obtaining the decryption key(paragraph 0086); 
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decrypting images received from the image pickup device using the decryption 
key(paragraphs 0086-0087); 

displaying the decrypted images on the viewer(500, paragraphs 0068 and 0070). 

However, Park does not explicitly teach registering an Identifying number of an 
image pickup device at an authentication server, then requesting that the authentication 
server authenticate a user and authenticate that a user can access the Image pickup 
device, or authenticating the user and image pickup apparatus in response to the 
requesting step. 

Read is similar to Park in that Read teaches an image transmission 
system(figure 1 ) for transmitting an image via a network(lnternet, 102), said image 
transmission system(figure 1) comprising a plurality of image pickup apparatus(104), 
each having a unique identifier(Cameras have unique identifiers so that a user can be 
permitted to or restricted from viewing certain cameras, paragraph 0036.). Read also 
similarly teaches of viewing a transmitted image(paragraphs 0037 and 0041), and of 
performing encryption and decryption operations(figures 2 and 3). 

However, in addition to the teachings of Park, Read teaches registering an 
identifying number of an Image pickup device(Cameras have unique identifiers so that a 
user can be permitted to or restricted from viewing certain cameras, paragraph 0036.) at 
an authentication server(108, paragraphs 0035-0036), then requesting that the 
authentication server(108) authenticate a user and authenticate that a user can access 
the Image pickup device(paragraphs 0035 and 0036), and authenticating the user and 
image pickup apparatus in response to the requesting step(paragraph 0037). 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to include an authenticating server as taught by Read to 
permit or prohibit viewers from receiving the encrypted images taught by Park for the 
benefit of improving security by only allowing viewers access to authorized and 
appropriate images. 

However, the combination of Park and Read does not explicitly teach that the 
decryption keys associated with the image pickup apparatus identifying numbers are 
stored in a memory card. 

Oishi is similar to Park and Read in that Oishi teaches an image pickup 
apparatus(100, figure 1) containing an image pickup unit(1) and an encryption unit(5), 
said image pickup apparatus(IOO) transmitting encrypted images to an image 
processing apparatus(200). 

However; in addition to the teachings of Park and Read, Oishi teaches that the 
image pickup apparatus(IOO) is connected via an interface to a memory card(20, 
column 6, lines 9 and 10), that a decryption key associated with a specific image pickup 
apparatus is stored in the memory card(column 7, line 40 through column 8, line 3), and 
that the decryption key is obtained by the image processing device(200) and used for 
decryption of the transmitted image data(see column 6, lines 10-17, column 7, line 67 
through column 8, line 3, column 10, lines 11-18). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to store decryption keys associated with specific image 
pickup apparatuses as taught by the combination of Park and Read on a memory card 
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as taught by Oishi for the benefit of protecting the decryption key from being obtained 
by illegal users from the image input apparatus(Oishi, column 8, lines 59-64). 

Consider claim 19, and as applied to claim 18 above, Park does not explicitly 
teach accessing the authentication server from a viewing apparatus using a username 
and password. 

However, Read teaches accessing the authentication server from a viewing 
apparatus using a username and password(paragraph 0035). 

Consider claim 20, Park teaches: 

An image transmission system for transmitting an image via a network(figures 1 
and 2), comprising: 

an image pickup apparatus(100, figure 1,110, figure 2) connected to a key 
generating apparatus(The image pickup apparatus(1 10) is connected to an encryption 
unit(130), which is detailed in figure 4. The encryption unit(130) comprises a key 
generating apparatus(132) which generates keys for the video data encrypting 
device(133). See paragraphs 0069 and 0075.), comprising: 

a recording unit(132) for storing an identifying number and an encryption key 
from the key generating apparatus(paragraphs 0069 and 0075); 

the key generating apparatus, comprising: 

a recording unit(132) for storing the identifying number(1 15) from the image 
pickup apparatus(1 10, paragraph 0075); 
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an encryption key generation unit for generating an encryption and decryption 
key unique to the image pickup apparatus(See paragraphs 0069 and 0075 for 
generating encryption keys unique to image pickup apparatuses. See figure 8 for the 
decryption unit. The decryption unit contains a key data supplier( 322) which stores the 
same data as key data supplier(132). See paragraphs 0086-0087 for generating 
decryption keys unique to image pickup apparatuses.); 

an image viewer(500, See figures 1 and 2, paragraphs 0068 and 0070) 
comprising: 

an interface for connecting the image pickup apparatus to the viewing 
apparatus(See paragraphs 0068 and 0070); 

an interface for obtaining the decryption key(paragraph 0086); 

a decrypting unit(320, figure 2, figure 8) for decrypting the images received from 
the image pickup device using the decryption key(paragraphs 0086-0087); 

a display unit(500) for displaying the decrypted images on the viewer(paragraphs 
0068 and 0070). 

However, Park does not explicitly teach a network interface for registering the 
identifying number from the image pickup apparatus at an authentication server, 
an authentication server for authenticating the user and image pickup apparatus in 
response to an authentication request, or an interface for requesting that the 
authentication server authenticate a user and authenticate an image pickup device 
accessible by the user. 
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Read is similar to Park in that Read teaches an image transmission 
system(figure 1 ) for transmitting an image via a network(internet, 102), said image 
transmission system(figure 1) comprising a plurality of image pickup apparatus(104), 
each having a unique identifier(Cameras have unique identifiers so that a user can be 
permitted to or restricted from viewing certain cameras, paragraph 0036.). Read also 
similarly teaches of viewing a transmitted image(paragraphs 0037 and 0041), and of 
performing encryption and decryption operations(figures 2 and 3). 

However, in addition to the teachings of Park, Read teaches registering an 
identifying number of an image pickup device(Cameras have unique identifiers so that a 
user can be permitted to or restricted from viewing certain cameras, paragraph 0036.) at 
an authentication server(108, paragraphs 0035-0036), then requesting that the 
authentication server(108) authenticate a user and authenticate that a user can access 
the image pickup device(paragraphs 0035 and 0036), and authenticating the user and 
image pickup apparatus in response to the requesting step(paragraph 0037). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to include an authenticating server as taught by Read to 
permit or prohibit viewers from receiving the encrypted images taught by Park for the 
benefit of improving security by only allowing viewers access to authorized and 
appropriate images. 

However, the combination of Park and Read does not explicitly teach that the 
decryption keys associated with the image pickup apparatus identifying numbers are 
stored in a removable storage medium. 
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Olshi Is similar to Park and Read in that Oishi teaches an Image pickup 
apparatus(100, figure 1) containing an Image pickup unit(1) and an encryption unit(5), 
said image pickup apparatus(IOO) transmitting encrypted images to an image 
processing apparatus(200). 

However, in addition to the teachings of Park and Read, Oishi teaches that the 
image pickup apparatus(IOO) is connected via an interface to a memory card(i.e. a 
removable storage medium, 20, column 6, lines 9 and 10), that a decryption key 
associated with a specific Image pickup apparatus is stored in the memory card(column 
7, line 40 through column 8, line 3), and that the decryption key is obtained by the 
image processing device(200) and used for decryption of the transmitted Image 
data(see column 6, lines 10-17, column 7, line 67 through column 8, line 3, column 10, 
lines 11-18). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the Invention to store decryption keys associated with specific image 
pickup apparatuses as taught by the combination of Park and Read on a removable 
storage medium as taught by Oishi for the benefit of protecting the decryption key from 
being obtained by Illegal users from the image Input apparatus(Oishl, column 8, lines 
59-64). 

Consider claim 21, and as applied to claim 20 above, Park does not explicitly 
teach the authentication server authenticates the user of the viewing apparatus using a 
username and password associated with the image pickup apparatus. 
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However, Read teaches the authentication server authenticates the user of the 
viewing apparatus using a username and password associated with the image picl^up 
apparatus(paragraph 0035). 

Conclusion 

12. The rejection previously made to claim 17 under 35 U.S.C. 101 by the Examiner 
is hereby removed in view of Applicant's response. 

1 3. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Naruto et al.(US 2003/0026434) teach of a memory card storing 
encryption keys(see abstract), and of a memory storing unique camera numbers in 
association with decryption keys(see figure 11, paragraphs 0140 and 0141). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Albert H. Cutler whose telephone number Is (571 )-270- 
1460. The examiner can normally be reached on Mon-Fri (7:30-5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ngoc-Yen Vu can be reached on (571 )-272-7320. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications Is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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